
Replacing VPN with Zero Trust
Enabling Secure Hybrid Work 
for 12,000 IT Users

CUSTOMER PROFILE

CHALLENGES

BENEFITS

BROADCOM SOLUTIONS

•	 Industry: Information Technology
•	 Users Covered: 12,000
•	 Solution: Symantec ZTNA 
•	 Environment: Hybrid Work with 

Remote-First Users

•	 Corporate mandate to retire VPN 
use for security reasons.

•	 Large, distributed workforce 
with heavy reliance on remote 
access.

•	 Needed device compliance 
controls as a critical requirement 
for security posture.

•	 Completed replacement of VPN 
within 3 months.

•	 Fully agent-based ZTNA delivers  
secure, identity-driven access.

•	 Now enforce device compliance 
checks before granting access.

•	 Delivered a modern zero-trust 
architecture purpose-built for 
hybrid work.

•	 Symantec ZTNA 

1.  AGENT-BASED ACCESS ACROSS THE WORKFORCE
The rollout leveraged Symantec’s agent-based ZTNA option , delivering secure access 
across all user devices. This streamlined deployment and avoided the complexity of 
multiple connection methods.

2.  THREE-MONTH VPN EXIT
The company retired its VPN globally in just three months, transitioning all remote access 
to Symantec ZTNA. This met corporate mandates for improved security while keeping 
operations uninterrupted.

3.  SECURITY REINFORCED BY DEVICE COMPLIANCE
Enforcing device compliance was an essential requirement. With Symantec ZTNA that 
monitors for device posture, only managed and secure devices gained access—closing 
gaps that VPN had left open.

4.  ENABLING SECURE HYBRID WORK
With the VPN eliminated, remote and hybrid employees now access applications 
securely from anywhere. The solution strengthened the organization’s security posture 
while enhancing user trust and satisfaction.


